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Introduction to ADCS

Revisiting Attacks on WSUS

Combining ADCS and WSUS

Mitigation & Future Research

Q&A
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What is ADCS?

Active Directory Certificate Service - PKI made by Microsoft

Classic PKI: Primarily issuing certificates for Webservers

Certificate Templates
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Certificate Templates

Who can request a 
certificate?

What can you do with it?

Permissions?
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Attacks on ADCS

White paper by SpecterOps: Certified Pre - Owned in 2021

Domain Escalation techniques: ESC1 - ESC8

Focus on misconfigured templates
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Revisiting ESC1
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Mitigating ESC1

Restrict

"Enrollment Supplies Subject"

"Extended Key Usage" (EKU)
allows (client) authentication

Permissive Enrollment rights

No enrollment restrictions
e.g. „Manager approval"
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Restrict the EKU

Client authentication ->  bad

PKINIT Client Authentication  ->  bad

Any Purpose/no EKU  ->  terrible

Server authentication ->  good?
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The Windows Server 
Update Service (WSUS)
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WSUS - Updates for everyone

Proxy for Windows Updates

Fetches updates from Microsoft for different products

Windows 11

Windows Server

…

Admins control update rollout
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WSUS - Updates for everyone

Clients are configured via Group Policy (GPO)

Sets the registry key WUServer 
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MITM attack on WSUS

Discovered by Paul Stone & 
Alex Chapman in 2015

Webserver serves the updates

All Microsoft signed binaries 
are accepted

PsExec

Executed with 
NT Authority \System

Specify a custom command
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MITM attack on WSUS - Prerequisites

WUServer must use HTTP

Highjacked traffic

Arp spoofing

DNS poisoning

Fake IPv6 router advertisements (mitm6)

…
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Mitigations?

Turn on HTTPS
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Relaying WSUS traffic to LDAP

Austin Coontz (TrustedSec): NTLM Relay Attacks in Plain Sight

Relays WSUS traffic to LDAP

HTTP ->  LDAP

HTTPS ->  LDAP

Abuses an ADCS certificate with SAN enabled
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Abusing ADCS for WSUS MITM

Identify WSUS server

Identify a suitable certificate template

Request and convert the certificate

Highjack WSUS traffic and serve malicious update

Profit
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Identify WSUS Server

Parse GPOs on the Domain Controller

Sniff and analyze network traffic

Look into registry
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Identify Certificate Template

Very similar to ESC1

EKU: Server Authentication
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Request and Convert the Certificate

Request with Certipy

Convert from pfx to pem
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Highjack Traffic and Serve Update
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Highjack Traffic and Serve Update
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Now we wait…



Highjack Traffic and Serve Update
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Profit
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Mitigations & Future Research
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Mitigations protecting WSUS

Certificate pinning -  available since 2021

Hidden in Configuration Manager documentation

Works with every WSUS installation

... but needs manual setup
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Mitigations protecting WSUS
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Mitigation: ESC17

Identification through classification : ESC17

Very similar to ESC1

Restricting EKU is not a solution !

Modify certificate template

Restrict Enrollee Supplies Subject

Restrict enrollment rights

Require e.g.  Manager Approval
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Future Research

Other protocols

SCCM

Third party (software ) mangagement tooling

Veeam
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Alexander Neff
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THANKS!

Scan for Slides

github.com/NeffIsBack
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